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A How Enterprise Risk Management (ERM) and 3
Lines of Defence was implemented

A Building risk register involving all staff

A Internal audit use of this in planning & audits
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Risk Management
Champion on the Board




Commencing The Journey

Established Risk Management Committee
Researching Risk Management Approaches
Researching Risk Maturity Models
Involve Board & Management on direction & strategy

Agree Roles & Responsibilities

Risk register bottom up approach involving all Staff

“It's time we face reality, my friends. ...
We're not exactly rocket scientists.”

Identified Top 10 Risks using Staff feedback

Audit committee risk based priorities

Documenting appetite, existing and future planned
controls for Top 10 risks




Risk Maturity Model Example

Dimension  [Nature of Dimension Range of choices
Stage 1 Stage 2 Stage 3 Stage 4

What Interpretation placed Threats Opportunities Uncertainty
on term Ori g

When Location of applications |Operations Projects Programmes Strategies
in the strategy life
cycle the decisions to
which RM is applied

Why Purpose of RM Crisis Business continuity [ Proactive control Strategy formulation

management

Which-way [Nature of RM process Ad hoc, informal |Some specific Generic, formal processes |Flexible, cost - effective
Aemglem;z:, (;r; ftsrrnr:]asli?f: g;%cenjzcre]fétl'létrl]e formal processes Quantitative analyses use of generic processes
" g fth iy u ! Analyses documented and collated Use of best- practice
A SCOpe Ot the process Qualitative, documented techniques
A tools and techniques superficial

employed angl sis Some Continuous improvement
A issues examined y quantification
(quantitatively)

Who Parties involved and Scattered, ad Specific functions [ All functions, all levels Effective corporate -wide
allocatlo_n _o_f' hoc with limited roles Effective facilitation of RM involvement extended to
responsibilities for RM customers, suppliers

Wherewithal [Resources applied to Implicit, ad hoc |Formal, but adhoc, |Widespread explicit, formal |Explicit, formal, flexible

RM

allocation of
resources

allocation of
resources

allocation of resources

Planned investment of
resources to develop and
maintain RIVI

allocation, more if cost -
effective

Adapted from Ward, S. (2003) Approaches to integrated RM: a multi -dimensional
framework. Risk Management: an international journal, 5(4), 7 -23.




Review potential Risk Management

Modification

Standards to adapt

RISK MANAGEMENT PROCESS

The Organisation’s
Strategic Objectives

Risk Assessment

Risk Analysis
Risk Identification
Risk Description
Eisk Estimation

Risk Evaluation

Risk Reporting
Threats and Opportunities

Decision
Risk Treatment

Residual Risk Reporting

Formal
Audit

Communication & Consultation
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Risk Analysis
*  Understand the risk
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Risk Evaluation
»  Consider risk v appetite
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Risk Treatment
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Simpler approaches

1 2 3

4

Risk Risk Risk Control
Identification Evaluation AAccept

AAvoid

ATransfer

AReduce
\

Risk Monitoring
& Audit Risk
Performance

Can be more effectively implemented
across the organisation in decision
making, objective setting, performance

review, projects, e



Risk Categories

A Grouped in
categories to
facilitate monitoring
& reporting

A Categories chosen

are

A in line with Solvency Il
and

A recommended best
practice.




)
D
S
O
O)
O,
o
g
O
'
B2
ad

p
A Internal processes,
people or systems,
or external events.

Operational

Risk

\

p
AFluctuations in
values of, or
income from,
assets or interest
or exchange rates.

(A Inherent
uncertainties as to
the occurrence,
amount and timing
of insurance
liabilities.

-
ACounterparty
failure to fulfill
its obligations or
perform them in
a timely fashion.

p
AMaintaining
sufficient financial
resources to meet
liabilities as they
fall due.

Insurance
Risk

ns A
ARisk events, of any
nature, arising in or
from membership
of a corporate

group.

Liquidity
Risk




Roles & Responsiblilities




Roles and Responsibilities

Risk Governance Framework: Three Lines of Defence Model

1St

Direct Risk Management
Responsibility

Direct responsibility for the
management & control of risk

Board

Management

& Risk Owners

Individuals

2nd

Risk Management
Support

Coordination, facilitation & oversight
of Risk Management including Policy
and Methodology

Risk &
Compliance
Committee

Chief Risk
Officer

3rd

Independent Assurance

Independent assurance & challenge
across all business functions in

respect of integrity & effectiveness
of Risk Management framework

Audit
Committee

Internal Audit

External Audit




Roles & Responsiblilities

Board of Directors

A has ultimate responsibility for managing risk in the
organisation, and for creating the infrastructure for risk
management to operate efficiently and effectively

A understands most significant risks facing the organisation
A considers risk implications of board decisions

A knows possible effects on shareholder value of deviations
from expected performance

A defines risk appetite and approves mitigations for
breaches

A knows how the organisation will manage in a crisis

A should be assured that risk management processes are
working effectively



Roles & Responsiblilities

Managers

A Cascading dayto-day responsibility for management of risks, promoting
risk awareness and ensuring compliance consistent with high -level
requirements. This includes

A
A

introducing objectives to improve management of risks

understanding risks in area of responsibility, possible implications on other
areas, and consequences other areas may have on them

cascading delegated authority limits  to individuals based on their specific
expertise within an appropriate control framework including adequate
approvals processes and segregation of duties

formulating performance indicators to monitor key activities, progress towards
objectives, and identify developments which require intervention,;

have systems which communicate variances in budgets and forecasts at an
appropriate frequency to allow action to be taken,;

systematically and promptly report any perceived new risks or failures of
existing control measures.

é



Risk Owner




Roles & Responsiblilities

Additionally in respect of RISK OWNERS
A managing their assigned risks across the organisation

A ensuring that for the assigned risks, the Risk Register is
updated and correctly reflects the risk appetite and
controls in place

A reporting systematically and promptly to the CRO any
material deviations from established risk appetite or
failures of existing control measures or updates required to
the Risk Register or Risk Control Calendar

A annually providing the CRO with a Risk Owner Annual
Report on the risks owned. . 2 .
b aipfs
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Roles & Responsiblilities

And the other individuals?
A RM should be carried out every day by every employee.

A Not all situations warrant the application of formal risk
management processes however all individual
employees should:

A understand their accountability for risks and
Implement controls per instructions

A promote and enable continuous improve
management of risks

A understand that risk management is a key part of
organisation's culture

A report systematically and promptly any perceived
new risks or failures of existing control measures.



Roles & Responsiblilities

Risk Committee

A should support and facilitate ongoing development of
effective risk management throughout organisation

A should carry out risk management at a corporate level

A should review the effectiveness of risk management
activity



Roles & Responsiblilities

Audit Committee

A Via internal investigations, should provide separate
review and evaluation of risk management systems.
Consideration of these evaluations and any associated
recommendation should also form part of the Risk &
Compliance Committee's review work

Internal Auditor

A Provides an independent appraisal of the adequacy,
application and effectiveness of the risk management
systems and internal control processes put in place by

management



To spread risk management
ownership to all staff,
we went back to basics




What Is Risk Management (RM)?

Somet hing wedve been doing I n one
or another since the dawn of time!

A dSave for @Risk&ihangng day o
A O0Better saf &RiskR@immol sorryo

A dOPrevention is better than curebod
dRisk Control
A dOHope for the best, prepare for

wo r Rigk Control
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